
 
 

 
 
 
 
 
 
 
 
 
 

  

    ADVANCED MALWARE ANALYSIS 
METHODOLOGIES 

Dynamic Analysis - Memory Analysis – Trace Analysis 
 

Malware has evolved over the decades to become what is essentially the 
malicious boots on the ground in a 21st century cyberwar between Cyber-
Soldiers.   
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Malware Analysis Methodology 

Over the years, the word “virus” has become broad and tends to introduce confusion into the 
marketplace when discussing what can commonly be referred to as “malware”. Malware typically 
includes adware, spyware, keyloggers, or even fake antivirus software. While malware has existed in 
one form or another since the 1970s, it has evolved over the decades to become what is essentially 
the malicious boots on the ground in a twenty-first century cyberwar between Cybersoldiers. 
Malware is the new malevolent Cybersoldier. 

Tanks, airplanes, ships and satellites comprise just some of the platforms of modern warfare. These 
platforms can easily cost in the billions of dollars and in some cases, require a significant amount of 
resources and manpower to maintain and transport to a warzone. Many less developed countries 
are not able to field significant numbers of these advanced weapons platforms. Malware offers a 
much more advanced and flexible weapon that can be deployed in a short amount of time and 
without drawing obvious attention to an attacking government. 

Malware often infects a computer system in multiple stages. In addition, there are many categories 
of malware which describe behavior, mission and functionality. While some specific malware 
samples may have limited capabilities and purposes, other more advanced malware families serve 
multiple purposes and may belong to more than one of these categories. In many instances, new 
malware strains are created building on older pieces of malware, utilizing code from known 
malware samples or code posted in the underground. This constant mutation and recompiling of 
new malware, along with the introduction and more frequent use of metamorphic engines and 
custom packers make malware detection and reverse engineering a much more challenging 
endeavor. 

The process of Active Memory analysis allows for a detailed analysis of a malware sample as it 
operates within active memory, despite the use of packers, encryption or other obfuscation 
techniques. In addition, the analysis of active memory activity on a compromised system allows for 
the quick identification and analysis of malware without obtaining a “malicious file” for static 
analysis, which may be encrypted, obfuscated or not available. This analysis process can also detect 
advanced malware that may evade or compromise security software. 

A “Trace Analysis”, while similar to traditional static analysis, is a dynamic analysis methodology 
that monitors and graphs program behavior, including new threads and processes created as a 
result of malware execution. This data can be analyzed in a historical context and allows for the 
quicker identification of what triggers observed behaviors and rapid visualization of malware 
execution. The Trace Analysis allows for a detailed analysis of a malware sample, despite the use of 
custom packers, encryption or other obfuscation techniques. 

Dynamic Analysis of a malware sample’s execution and communication capability, coupled with an 
analysis of the hard drive of an infected system does allow for a more detailed “historical” analysis of 
the malware, possibly including a determination of infection vector, initial date of infection, and 
whether sensitive data was compromised during an incident. This process includes the monitoring 
of a malware sample within a virtual environment or other isolated malware analysis environment 
as well as the monitoring and analysis of network activity, both within an isolated analysis 
environment as well as within a compromised network environment. 



   1714 Deer Tracks Trail, Ste. 150, St. Louis, MO 63131    |    800.236.6550    |    www.SpearTip.com   

These methodologies, used in conjunction with each other, provide a complete “big picture” of a 
particular malware incident, from specific malware operation and execution to communication and 
mission. In addition, this multi-layered analysis methodology allows for the quick analysis of 
malware samples as they operate within active memory, as well as how they interact with the file 
system on a compromised host. 

The following documents the analysis of a known variant of the Tasmer trojan, SRVCP, focusing on 
its encrypted component. This malware utilizes an encrypted .ini file (gus.ini) to facilitate command 
and control communications via an IRC channel controlled by the attacker. The following analysis 
details the execution of this malware sample, including the decryption and implementation of the 
encrypted components, utilizing dynamic analysis, supported by a trace analysis of the malware 
sample and analysis of the active memory and hard drive of an infected system. 

Below is a screenshot of the malware sample and the encrypted gus.ini file utilized by the malware. 
The gus.ini file is created in C:\Windows\system32. 
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Dynamic Analysis 

A Dynamic Analysis of this malware sample was conducted utilizing VMWare and an enclosed virtual 
network consisting of a Windows XP VM and a companion Linux VM. IRC services were configured 
on the Linux VM to provide the malware sample with IRC services while it was executed on the 
Windows XP VM. The hosts file on the Windows XP VM was edited to direct the communications 
from the malware sample to the Linux VM. In addition, an instance of Wireshark was utilized on the 
Linux VM to capture packet information from the infected Windows XP VM. 

The malware sample was first executed without providing the encrypted gus.ini file to the malware 
to examine any built in functionality that the malware sample may have, independent of the 
encrypted .ini file. The analysis of the connection information for the malicious srvcp.exe process on 
the Windows XP VM found an established TCP connection on port 6667 to irc.mcs.net. Internet Relay 
Chat (IRC) typically uses this port for communications. 

Analysis of the packet capture data found that after the malware establishes a connection, 
it attempts to join an IRC channel named “da////” using the nick “mikey”. 
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The IRC application on the Linux VM shows the user “mikey” joining the IRC channel “daXXXX”. 

The malware sample was then executed after providing the encrypted gus.ini file to the malware by 
copying it to the file path location C:\Windows\system32. The analysis of the connection 
information for the malicious srvcp.exe process on the Windows XP VM found an established TCP 
connection on port 6666 to irc.mcs.net. IRC typically uses this port for communications. 
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Analysis of the packet capture data found that after the malware establishes a connection, it 
attempts to join an IRC channel named “mikag”, with a key of “soup”, using the nick “mikey”. 

The IRC application on the Linux VM shows the user “mikey” joining the IRC channel “mikag”. 

If the malware is unable to use the nick “mikey” because it has already been used, the malware 
appears to construct a random nick. 

The malicious process then beacons to the command and control server every three seconds, 
attempting to change its nick to “mikey”. 
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Trace Analysis 

A “Trace Analysis” of the malware sample involves the execution of the sample within a VM. In this 
case, a Windows XP VM was utilized and the execution of the malware was traced for approximately 
20 minutes within the VM. Two separate traces were obtained. The first trace was of the execution of 
the malware sample without providing the gus.ini file and the second trace was of the execution of 
the malware sample with the gus.ini file present. During the second trace, the malware was also 
provided an IRC channel on the companion VM to allow for the monitoring of the malware’s 
behavior during and after its connection to the command and control IRC channel. An image of active 
memory and of the hard drive of the infected VM was also obtained for analysis after each trace. 
Below is a high-level view of the activity of the malware sample analyzed. 

Using information obtained during the dynamic analysis, the first trace was analyzed. The initial 
analysis of the sample located what appeared to be encrypted strings being loaded into memory. 
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The analysis located the access and addition of an entry in the registry location \SOFTWARE\ 
Microsoft\Windows\ CurrentVersion\Run. 

Modification of this registry entry allows the malware to persist on the compromised system 
following a reboot. 

The Trace Analysis located encrypted IRC information hard-coded into the malware sample. 
Stepping through the trace allows for the identification of the decrypted values for each encrypted 
string. 
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The analysis of the second trace found the malware sample accessing the gus.ini file for the purpose 
of reading the contents of the file. 
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The malware uses a format string to identify additional servers, incrementing the server number for 
each successive server URL. 

Stepping through the trace locates the decryption of the gus.ini file utilizing the sscanf function call. 
The sscanf function reads data from one location and stores it in another, based on format 
parameters provided. The screenshot below shows the decryption of the first line of the gus.ini file 
(NICK=mikey). 
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The next call to this function decrypts the second line, using the encryption key “EcbJer8<dx”. 

The malware sample continues this decryption routine, labeling each successive server with an 
incremented server number (SERVER0, SERVER1, etc...). The result is the decryption of the 
encrypted gus.ini file and the loading of the data within it into active memory for use by the 
malware. 

  ENCRYPTED GUS.IMI  DECRYPTED GUS.INI 

The analysis located the use of the function WSAStartup, which initiates the use of the Winsock DLL 
by the calling process. 

Strings being loaded into active memory identified the use of Winsock 2.0 by this particular malware 
sample. 
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The malware sample attempts to resolve irc.mcs.net. 

The malicious process establishes a socket to the resolved irc.mcs.net. 

The malware sample then begins listening for an incoming connection on that socket and then 
accepts a connection attempt from irc.mcs.net. 
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Once a connection has been established, the malware attempts to join the IRC channel “mikag” using 
the key “soup”. 

In the event that the nick “mikey” is already being used by another compromised system on the IRC 
channel, the malware receives notice from the IRC server that the nick is already in use.    

The malware essentially transforms the nick “mikey” into a random set of characters using the rand 
function. First, the malware uses the GetTickCount function to obtain the number of milliseconds 
that have transpired since the system was started. The return value from this function is 
0x00091726, or 595,750. 

595,750 milliseconds represents approximately 9.92 minutes. The srand function is used with 
595,750 as an integer seed value to generate a different succession of random results in following 
calls to rand. Below shows the progression of the use of the rand function to transform “mikey” to 
“BoLxEfT”. 
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Once this process is completed, the malware joins “mikag” using this nick. 

Once the malicious process successfully joins the IRC channel using the random nick, it sends the 
command “NICK mikey” every three seconds, attempting to change its nick to “mikey”. 
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Active Memory Analysis 

An analysis of the first active memory image was conducted. This image of active memory was taken 
from an infected system on which the gus.ini file was not present. 

The access and modification of the registry location SOFTWARE\Microsoft\Windows\ 
CurrentVersion\Run, for the purposes of persistence, was located and mapped out within active 
memory. 

The analysis of active memory also located the decrypted strings used by the malware to connect to 
the IRC command and control server (example shown below). 
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An analysis of the SOFTWARE hive from the disk image confirmed the presence of this registry 
entry. 

In addition, the analysis of active memory identified the malicious process SRVCP.exe listening for 
command and control communications on TCP port 113. 

An analysis of the second active memory image was conducted. This image of active memory was 
taken from an infected system which was provided a connection to an IRC server and on which the 
gus.ini file was present in the location C:\Windows\system32. This analysis located the entire gus.ini 
file in active memory after it had been decrypted by the malware sample to be utilized to contact IRC 
command and control servers (partial screenshot below). 

In addition, the analysis of active memory identified the malicious process SRVCP.exe with an 
established socket connection to irc.mcs.net on TCP port 6666. 
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Defeating the Enemy 

The idea and practice of encrypting or obfuscating malware has been around since the early to mid 
1980s. Malware authors quickly realized that to be successful at introducing and spreading their 
creations; they would need to take steps to not only conceal the malware’s behavior, but they would 
need to take steps to inhibit the progress of those who would reverse engineer the capabilities of 
these new Cybersoldiers. The longer a malware sample can remain undetected and thwart reverse 
engineering, the longer it has to spread and complete its mission. 

Packers are often used by malware authors to compress the malicious file and thwart static analysis. 
When a packed file is analyzed statically, only the small packer or “wrapper” program is accessible 
for analysis. To statically analyze a packed executable, the packing process must be reversed. The 
increased use of custom packers makes this process increasingly difficult and time consuming for 
those attempting to statically analyze malware. 

Encryption, including the use of XORing code, is also increasingly being utilized to prevent the 
analysis of malicious files. Custom encoding, such as layered obfuscation techniques using XOR, 
ROT13, BASE64 or other encryption and encoding processes in conjunction with one another, 
requires that the custom encoding be reverse engineered and duplicated in order for an obfuscated 
malicious file to be statically analyzed. In 1990, malware utilizing oligomorphism was detected. 
Malware using this functionality included numerous decryptors, allowing it to randomly select one 
to encrypt itself with as it spread to a new file. 

These techniques, along with new approaches being developed in the underground, essentially act as 
“body armor” for this new Cybersoldier. Dynamic Analysis, Trace Analysis and Active Memory 
Analysis, used in conjunction with each other, offer the capability to negate and neutralize these 
defensive traits. Trace analysis allows for the static analysis of a “recorded” view of a malware 
sample after it unpacked, decrypted or de-obfuscated at runtime. In addition, Active Memory 
analysis allows for the examination of the execution of a malware sample on a compromised system, 
including legitimate processes that may have been compromised. This analysis can be performed 
despite the use of obfuscation or encryption, even if malicious files on the hard drive are not 
available. This multi-layered methodology provides an analyst with multiple avenues for analysis 
which complement each other and provide a means to analyze advanced malware which may 
employ “body armor” in the form of packers, obfuscation or other encryption techniques. 




