
 
 

 
 
 
 
 
 
 
 
 
 

  

WORDPRESS BRUTE FORCE ATTACKS 
Protecting Your Web Presence 

 
Vulnerabilities in plugins and themes are often targeted by attackers to 
access to WordPress developed websites.  
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WordPress appeared in 2003 and is an open source Content Management System (CMS) 
based on PHP and MySQL. WordPress has the distinction of being one of the most popular 

blogging systems used on the Internet and is used in an 
estimated 70 million websites worldwide. WordPress 
features a system of plugins and templates to assist 
users with website design and maintenance. 

 
Plugins are a popular feature allowing users increased functionality in their websites and 
allowing users to design their websites to fit their particular needs. Themes also allow 
users to alter the look and feel of their websites without affecting the structure or specific 
content of the website. However, vulnerabilities in plugins and themes are often targeted 
by attackers to gain access to WordPress developed websites. 
 
During the first quarter of 2013, a brute-force campaign was observed by many computer 
security firms and government agencies, including SpearTip and the United States 
Computer Emergency Readiness Team (US-CERT). The following is an April 15, 2013 
statement from US-CERT. 
 

“US-CERT is aware of an ongoing campaign targeting the content 
management software WordPress, a free and open source blogging tool 
and web publishing platform based on PHP and MySQL.  All hosting 
providers offering WordPress for web content management are 
potentially targets. Hackers reportedly are utilizing over 90,000 servers 
to compromise websites’ administrator panels by exploiting hosts with 
“admin” as account name, and weak passwords which are being resolved 
through brute force attack methods.” 

 
During the month of April, 2013, there was an exponential increase in the number of 
attacks against WordPress installations across the globe. This attack campaign appeared to 
overwhelmingly target the default “admin” account. 
 
Although the primary target appeared to be the default “admin” account, the other 
following account names were also identified as being among those being targeted. 
 

 test  
 administrator  
 aaa  
 support 
 rot 
 qwerty  
 admin1  
 sysadmin 

 
These attacks appeared to originate from a large number of IP addresses, attempting to 
brute-force the “admin” account in a rotating fashion. As of April, 2013, the IP attack 
distribution included the following top ten IP addresses: 

 
 31.184.238.38 
 178.151.216.53  
 91.224.160.143  
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 195.128.126.6  
 85.114.133.118  
 46.119.127.1  
 177.125.184.8  
 188.175.122.21  
 89.233.216.203  
 94.242.237.101 

 
In June of 2013, SpearTip responded to the compromise of a webserver hosting multiple 
sites, including several developed using WordPress. SpearTip quickly determined that the 
webserver had been subjected to brute force attacks against its WordPress installations 
dating back to May, 2013. 
 
The analysis found that a set of credentials for one of the WordPress sites on the server 
was compromised on May 26, 2013. An example from June 5, 2013 of a successful login to 
the wp-admin console located within IIS logs is shown below. After gaining initial access to 
the system, compromised credentials are often given away or sold in the “underground.” 
Cyber Counter Intelligence operations conducted by SpearTip determined that this was 
likely the case in this instance. 

 
    

 
 

After gaining access via compromised WordPress login credentials, attackers will install a 
“persistence mechanism.” A “backdoor shell” in the form of a specially crafted PHP file was 
located on the compromised system, giving the attackers access to the entire system and 
allowing the attackers to access the system in the event that the compromised account was 
deleted or the credentials were changed. The file used in this particular instance was the 
R57 shell of Turkish origin, although numerous types of these files exist. 
 

 

  REDACTED 
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These types of files were originally developed legitimately for testing and debugging 
purposes. They are often used to allow an administrator to access, test, and administer 
servers remotely. However, attackers also make use of these files to gain persistence after 
compromising a system. This file is available from multiple different sources for no fee, and 
is distributed in multiple languages and for use on multiple operating system platforms. A 

website (www.r57.gen.tr) is maintained and dedicated 
to the distribution of this shell. Once these files are 
placed covertly on the system, they can be utilized by 
an attacker to re-access the target system in the event 
that the initial compromise vector is detected and 
remediated. 

 
Further forensic analysis found another separate persistence mechanism, in the form of 
specially crafted PHP code, installed within legitimate PHP files on the compromised 
system. The purpose of this code was to record failed and successful logins and the IP 
addresses from which they originated. Login attempts made by legitimate users that were 
successful were monitored and the user credentials were compromised by transmitting 
them to a website or email address controlled by the attacker. This simple addition of 15 to 
20 lines of code to legitimate PHP files on the compromised system ensured that the 
attackers would maintain access in the event that administrators changed WordPress 
usernames and passwords. The forensic analysis coupled with SpearTip Cyber Counter 
Intelligence operations determined that this persistence mechanism was placed on the 
system by individuals other than the previously identified Turkish attackers. 
 

 
 
 
Search Engine Optimization (SEO) is the process used by website owners and operators 
that is designed to increase the visibility of the website to users conducting keyword 
searches using popular search engines such as Google, Bing or Yahoo. However, attackers 
have become wise to this process and frequently use SEO Poisoning techniques to lure 
unsuspecting users to third party websites, which may then distribute malware onto the 
user’s system or attempt to trick the user into purchasing a product and revealing credit or 
debit card information. 

  REDACTED 

http://www.r57.gen.tr/
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During the forensic analysis, SpearTip located several webpages which had been subjected 
to a form of SEO Poisoning. The webpages contained lines of code which contained search 
terms and links to third party websites. This code was inserted with the intention of 
associating the websites included in the code with keywords that the attacker determined 
would “score” high on search engine results such as Google. One line of JavaScript code was 
included to hide this text from users browsing to the website, effectively making these 
modifications invisible to normal internet visitors. 
 
SpearTip Cyber Counter Intelligence found that the included websites likely belonged to 
interests in the United Kingdom and that this service (SEO Poisoning) may have been 
purchased or provided in the underground after the compromise of the system. 
 
In some cases, attackers will deface websites with pornographic terms, political messages 
or simply post “attribution pages” identifying the group and specific individuals 
responsible for the defacement. Defacements including political messages or attribution 
pages are commonly referred to as “hacktivisim”. In 
some cases, these defacements include graphics 
portraying countries, religions or beliefs of the 
attacking group. These types of attacks often do not 
have the goal of financial gain or theft of 
intellectual property, however, hacktivists often 
sell or give away access to systems that they have 
compromised. 
 
SpearTip’s forensic analysis identified several defacements, including defacements tied to 
TurkHackTeam, an active group of Turkish hacktivists. Many of these attackers pick targets 

based on national or religious pride and current 
political developments. SpearTip Counter-
Intelligence operations identified information that in 
September 2013, TurkHackTeam was responsible for 
the defacement of over 700 websites worldwide as a 
part of their campaign titled #OpNoWar. 

 
 
Based on the analysis of these brute force attacks and findings from various recent 
SpearTip forensic engagements, SpearTip makes the following recommendations regarding 
the security of WordPress websites. Recommendations regarding the editing of WordPress 
files should be tested for compatibility with hosted websites prior to their implementation. 
 
1.  Eliminate the use of the “admin” username. Plugins exist for the purpose of renaming a 
username; however, the admin user account can also be removed using the following steps. 

a)  Create a new administrator account 
b)  Log in as the new user 
c)  Delete the default “admin” user account 
d)  Attribute all posts and links to new user (if applicable) 

 
This process ensures that the new administrator account does not have a 
database record of “1”. Many hacking scripts used by “script kiddies” target and 
attempt to modify database records with an ID of “1” because the default “admin” 
account is most likely to have this database record. 
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2.  Implement complex passwords for all accounts. 
 
3.  Delete any unused accounts. 
 
4.  Completely restrict (blacklist) all external IP addresses from accessing the wp-admin 
page and only allow (whitelist) known IP address to access the wp-admin page. 
 
5.  Test and investigate third party themes prior to deployment. Some websites offering 
themes for download may insert unwanted or dangerous code into a website, introducing 
unknown functionality or vulnerabilities. 
 
6.  Keep WordPress and plugins updated. 
 
7.  Maintain WordPress sites and other developed sites on separate servers to avoid the 
compromise of non-WordPress sites in the event that one site is compromised. 
 
8.  Establish a limit of the number of sites allowed to be hosted on one server. This limits 
the number of potentially compromised sites in the event that the server is compromised. 
 
9.  Enforce failed login attempt lockouts on all user accounts. Investigate the lockout of 
these accounts to determine if a brute force attack is being conducted and if so, blacklist the 
source IP address. 
 
10.  Secure directories from public browsing by adding the line “Options All –Indexes”   to 
the .htaccess file. Alternatively, create an empty wp-content/plugins/index.html file. This 
will hinder an attacker’s ability to determine what plugins and versions are being utilized. 
 
11.  Create backups of hosted websites on a regular basis and store backups on a separate 
media. 
 
12.  Remove the code “bloginfo(‘version’)” from the header.php file within themes (if 
applicable). This will prevent attackers from enumerating the version of Wordpress being 
used. 
 
13.  Disable the server signature in the .htaccess file by adding “ServerSignature Off”. 
 
14.  The default prefix for tables within the WordPress database is "wp_". Change this prefix 
to avoid predictability and to defeat attackers using canned scripts. This will also require 
an attacker to "work at it" to determine the table names in use. 
 
Security in general is as much about vigilance and attention to detail as it is about new 
software or flashy hardware. Website security should be approached from several angles 
including obfuscating system details, limiting access and implementing containment 
measures to limit damage that can occur in the event of a compromise. 


